Updating your Internet Browser

To ensure continued secure service to all customers, the Bill It Now platform has
been configured to meet the safe browsing standards set by the PCI Security Standards
Council. Below are instructions and links on how you can ensure your browser is also
configured to use these important internet security standards. Please Note: as of June
2017, your browser will require the below configuration in order to access the Bill It Now
platform. If you have any questions or concerns please contact our support team -
support@billitnow.com.

The Bill It Now platform officially supports version 11 of Internet Explorer,
Chrome, Firefox, and Safari. Please click below for help with installing or updating your
browser on a Windows Operating system. Apple Mac users should already have the
latest version of Safari installed. Please note that Safari for Windows is not supported.

Update Internet Explorer

Recommended Security Settings

Install Firefox

Install Chrome

5/8/2017 5! Bill It Now


https://www.billitnow.com
https://www.pcisecuritystandards.org/pci_security/
https://www.pcisecuritystandards.org/pci_security/
mailto:support@billitnow.com

Internet Explorer

Please click here to go to Microsoft’s Internet Explorer download page. Select your
operating system from the drop down box. If you need help finding your current

operating system, click here.

Select Product Version

Windows 7

All Products
Windows Vista
Windows 7
Windows 8.1
Windows 10

The Download buttons will change to the latest version of Internet Explorer available for

your operating system.

Download Internet Explorer 11 (32-bit) Download Internet Explorer 11 (64-bit)

To find which version of Internet Explorer you should download, you need to determine
if your operating system is 32-bit or 64-bit. This information is available in the System

menu of the control panel.

5/8/2017

5 Bill It Now


https://www.billitnow.com
https://support.microsoft.com/en-us/help/17621/internet-explorer-downloads
https://support.microsoft.com/en-us/help/13443

To get there, click on the Start button e then right click on Computer. Click

Properties.

Music

Computer

Open
’5}‘ Manage

Contr

Map network drive...

Show on Desktop

Rename

Disconnect network drive...

Look under the System section of the System window. You will see System type: which

will correspond to either the 64-bit or 32-bit download buttons.

FTOCESE0

Installed memaory (RAM]:

INTEIR) ABONLR] LFU E3-400U Ve W 2,40
4.00 GB

Systern type:

64-bit Dperating System I

Pen and Touch:

Computer name, domain, and workgroup settings
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Recommended Security Settings

On Windows 7, open the Start Menu e then click on Control Panel.

Control Panel

On Windows 8, 8.1, and 10, right click on the Start Button and click Control Panel in
the menu that appears.

Task Manager

Control Panel

File Explorer

Once in the control panel, change the View by: setting to Category view. This is found in
the upper right area of the window.

View by: Category ™

N

Click the Network and Internet category.

Network and Internet
M View network status and tasks
~&2 . Choose homegroup and sharing options

Click Internet Options.

Internet Options
Change your homepage | Manage browser add-ons

Delete browsing history and cookies
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Click on the Advanced tab of the Internet Options window.

ivacy | Content | Connections Program

home page tabs, type each address on its own line.

uww.gnngle.cnm,’?gws_rd=ssl|

Scroll to the bottom of the list. Uncheck Use SSL 2.0, Use SSL 3.0, and Use TLS 1.0.
Make sure to check Use TLS 1.1 and Use TLS 1.2. Use the below image as a guide for
selecting security settings that will work with the website. Please note that other
websites may require different security settings and these are provided as a best
practice to counter common vulnerabilities.

Settings

Enable Integrated Windows Authentication™ ~
Enable native XMLHTTP support

Enable SmartScreen Filter

[] Enable strict P3P validation™

rack requests to sites you visit in Internet E

[] usessL 2.0
[] usessL 3.0
[] useTLs 1.0
Use TLS 1.1
Use TLS 1.2

rtificate address mismatch™
[] warn if changing between secure and not secure mode

Warn if POST submittal is redirected to a zone that does n
W

< >

Click the OK button on the bottom of the window to close the Internet options window
and save your settings.

Ok
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Firefox
Please click here to open Mozilla’s download page to get the latest version of Firefox.
Click the Free Download button to download the latest version of Firefox.

Free Download

- __________________________________________|
Do you want to run or save Firefox Setup 5....exe (239 KB) from ...load-installer.cdn.mozilla.net? "
—

Run I Save - Cancel
el |

When prompted click Run

Click Install
%) Firefox Setup - U R
®
®  Thanks for choosing Mozilla Firefox. We're not just
designed to be different, we're different by design.
omons ] [ cone
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The installer will install Firefox

%) Firefox Setup =

Firefox

You're about to enjoy the very latest
in speed, flexibility and security so
you're always in control.

Downloading Firefox...

One moment, Firefox will launch as soon as the install is complete... Cancel

Once complete, Firefox will launch. Firefox will ask if you would like to import settings
and favorites from other browsers. This is up you whether to do this or not.
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Chrome
Please click here to open Google’s Chrome download page. Click the blue Download
Chrome button.

Download Chrome

Read Google’s terms of service and click the blue Accept and Install button to install
Chrome.

Download Chrome for Windows

For Windows 10/8.1/8/7 64-bit

Google Chrome Terms of Service

These Terms of Service apply to the executable code version of Google
Chrome. Source code for Google Chrome is available free of charge under
open source software license agreements at
hitp:/icode_google . com/chromium/terms.html.

1. Your relationship with Google
W

1.1 Your use of Google's products, software, services and web sites (referred

Printer-friendly version

[1Help make Google Chrome better by automatically sending usage statistics
and crash reports to Google. Learn more

Accept and Install
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The Chrome installer will launch. Once finished, Chrome will open.

Installing...

@ chrome

Chrome may prompt you to import settings and favorites from other browsers. This is up
you whether to do this or not.

5/8/2017 5! Bill It Now


https://www.billitnow.com

